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[57] ABSTRACT 

The portable automated teller machine disclosed by the 
present invention is a low-cost, pocket-size data termi- 
nal which can securely exchange information with a 
host bank computer. It is battery powered, operates 
without the need for direct connection to a telephone 
line and couples to the host bank computer via the 
telephone handset of any public or private telephone 
station. It allows its user to securely access bank and 
bank accounts and to securely effect either inter- 
account transfers or bill payments. Security is assured 
by assigning a PIN to each individual user and prestor- 
ing it therein, by assigning a machine identity number to 
each machine and storing it therein, and by providing 
encrypted data communication. It has prestored therein 
the individuals account numbers and the phone num- 
bers and other parameters needed for communication to 
the corresponding host computer bank. It features fold- 
able telephone receiving ears pivotally mounted to a 
housing member, and an overlayed touch screen 
mounted flush with the housing member. A calculator 
function is also provided. 

22 Claims, 11 Drawing Sheets 
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PORTABLE AUTOMATED TELLER MACHINE 

FIELD OF THE INVENTION 

This invention relates to data terminals, and more 5 
particularly, to a secure, portable automated teller ma- 
chine for communication with a remote bank computer 
system over the public telephone network. 



BACKGROUND OF THE INVENTION 



10 



Data terminals are employed in a variety of contexts 
to provide information to a remote host computer, and 
to receive data from or exchange data with the remote 
host computer or other communicating device. Such 
data terminals are configured in one of a stand-alone 15 
mode, where access to the host is established over the 
public telephone network, and in a cooperative mode, 
where access to the host is established over a private, 
dedicated communication network. 

Host computer access by both types of data terminals 20 
is a factor of major concern. The confidentiality and 
integrity of the processed and/or stored information 
needs to be protected, and the risk of malicious manipu- 
lation and/or theft or misuse of products or financial 
instruments must be minimized if not altogether elimi- 25 
nated. 

For the stand-alone configured variety of data termi- 
nals, they are generally of a desktop size and include a 
keyboard for data entry, a display screen for display of 
messages and data, and operating controls as well as 30 
communications devices to permit the exchange of data 
with the host computer. Data terminals of this type can 
be configured in a portable container, which is usually 
of a briefcase size, so that access to a remote host from 
virtually any telephone connected in the public tele- 35 
phone network is possible. The heretofore known prior 
art security techniques for remote data terminals via the 
telephone network, as exemplified by U.S. Pat. Nos. 
4,679,236, 4,815,031, 4,484,306, and 3,976,840, each 
incorporated herein by reference, generally limit access 40 
to the host computer to a class of users who either are 
privileged with a password, or who have a pre-estab- 
lished phone number, such that the host computer calls 
back the data terminal to confirm that it is a valid data 
terminal. The pre-established phone number call-back 45 
security technique is limited to one permanent location, 
where the portable terminal may be connected, so that 
password oriented security is the only known technique 
for controlling access to the remote host computer from 
any general telephone on the public telephone network 50 
from the heretofore known stand-alone data terminals. 

In the other mode, where a private network of coop- 
erative data terminals has been installed, security is* 
assured, in pan, because of the private connection with 
the host computer via the dedicated communications 55 
network. Automated bank teller terminals and airline 
reservation terminals are examples of such cooperative 
mode data terminals. 

Security is further assured for access by automated 
teller machine cooperative mode data terminals to a 60 
remote host bank computer by a magnetic stripe card 
which has the customer's account number and a Per- 
sonal Identification Number (PIN). The magnetic card 
is entered to the terminal, which reads the encoded 
PIN, and the PIN is manually entered to the keyboard 65 
of the automated teller machine. So long as there is a 
match therebetween, the user is free to access his per- 
sonal account from any network terminal. The utility of 



such private networks of data terminals, although they 
are reasonably secure, is limited insofar as one such 
automated teller machine must be sought out before 
access can be gained to the remote bank computer. 

There are a multitude of financial and other transac- 
tions which could be conducted electronically via the 
public telephone network with stand-alone data termi- 
nals, provided, among others, that security like the 
security of the cooperative-mode data terminals is able 
to be provided. For instance, a stock purchase, or sale, 
could be authorized electronically, or a purchase order 
for goods to be delivered could be authorized electroni- 
cally. But failing being physically present at a network 
terminal for a secure connection to the host computer, 
only a stand-alone portable data terminal with limited 
security could heretofore be used to gain access to the 
host computer via the public telephone network. And 
for those who do not want to be physically encumbered 
with a briefcase size programmable data terminal, it was 
not heretofore possible to gain such access. 

SUMMARY OF THE INVENTION 

It is therefore an object of this invention to provide 
an apparatus which provides secure access to a host 
computer from any public telephone point for the pur- 
pose of authorizing a transaction or for verifying an 
accounts' status. 

It is also an object of this invention to provide bimo- 
dal communication between the portable terminal and 
the host computer in a manner that minimizes connec- 
tion time and thereby maximizes security. 

A further object of this invention is to provide a 
secure means for the host computer to communicate 
sensitive data to a remote terminal which is authorized 
to receive such data over public telephone lines. 

A further object of this invention is to provide a data 
entry terminal that is transportable in a shirt pocket. 

It is a further object of this invention to make the data 
terminal itself be the security instrument, the operation 
of which is possible only by the authorized person. 

In accordance with these and other objects, the pres- 
ent invention provides a stand-alone portable data ter- 
minal which is especially for use as a personal teller 
machine for banking transactions, which is wholly self- 
contained, which provides secure data and command 
entry and display functions, and which reliably and 
securely exchanges data with a remote bank computer 
system using any telephone handset over the public 
telephone network. In a preferred embodiment, the 
terminal has a housing of wallet-like configuration hav- 
ing hinged ears which open along respective diagonal 
axes to an open position in which the ears are coopera- 
tive with a telephone handset placed thereon to provide 
acoustic coupling to the telephone line for communica- 
tion with a host bank computer. The ears include an 
audio transmitter and an audio receiver for coupling to 
the earpiece and mouthpiece, respectively, of the tele- 
phone handset The housing also includes a screen for 
message and data display and a touchscreen overlying 
the display area thereof for data and command entry. A 
single-chip integrated circuit carried by the housing has 
a processor and at least three memories cooperative to 
provide form-based screen displays, and corresponding 
touch screen configurations, as well as bimodal opera- 
tion in an off-line mode for data entry and security 
confirmation and an on-line mode for communication 
with the remote host bank computer and for security 
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confirmation. In the memories are prestored the bank FIG. 1 is a perspective view of the portable auto- 
account numbers of each individual, the telephone num- mated teller machine in accordance with the invention 
ber(s) of the host bank computer, and an auto-dialer and shown in its closed position; 
tone generator function preferably implementing a 103 FIG. 2 is a perspective view of the portable auto- 
modem format. A calculator function in addition is 5 mat ^ telIer machine of FIG. 1 and shown in its open 
provided in the preferred embodiment. The single-chip position; 

integrated circuit is powered by a long-life battery car- FIG - 3 is a perspective view of the portable auto- 

ried by the housing to provide prolonged usable operat- mated tcller machine in its open position and shown 

ing lifetime without need for battery change. coupled to a telephone handset; 

In the off-line mode, security is provided by a per- 10 FIG * 4 ls . a block diagram of the portable automated 

sonal identification number that is prestored in one of teller machine; 

the memories of the single-chip integrated circuit for FIG ' V s * P«>c«mg flow chart of the portable 

each user and is personalized for that user to permit au '°™* d teI1 ? r machln f e ? f the mstant invcnt,on ; , 

secure access to his or her bank accounts and to permit „ . n FIG \ 6 IS a dia «? m of \ thc communications protocol 

banking transactions only by that user. The terminal is 15 l " ustratl n * h « °*- lme and on-line operational modes of 

operated only by the authorized user and in the off-line thc p a ^™ h , """"I "T^' 

~ n A-*~ a a * if. a * * i. v FIGS. 7 through 27 depict vanous prestored screen 

mode to provide data set-up. After data set-up has been . , „ - j * u > , ■ f .u 

i . j • .» «... i * . • • i displays provided on the display screen of the machine 

completed in the off-line mode, the transaction is imple- • ;u„ ~c *~i~~.~a , a i i i 

f . r . -.i.. . in the course of selected solely exemplary transactions; 

mented m the on-line mode, whereby, the interconnect 2 q an£ j 

time with the bank computer is minimized, which FIG. 28 is a perspective view of an alternative imple- 

thereby maximizes the security of the transmission be- mentation of the portable automated teller machine in 

tween the terminal and bank computer as well as mini- which the housing thereof indudes a cover section for 

mizes the time and cost of the transmission itself. accommodating a checkbook. 

In the on-line mode, security is provided by a ma- 25 
chine identification number (MIN) that is prestored in DETAILED DESCRIPTION OF THE 
one of the memories of the single-chip integrated circuit INVENTION 
for each machine and is individualized for each machine a preferred embodiment of a portable data terminal 
to permit secure access to the host bank computer only especially for use as a personal teller machine for bank- 
by machines that are authorized machines. The portable 30 ing transactions is shown in perspective view in FIGS, 
data terminal in this way is itself a security instrument in 1, 2, and 3. The automated teller machine includes a 
the on-line mode. In the preferred embodiment, data housing 10 of small wallet-like size which is readily 
previously entered in the off-line mode is transmitted to • carried in a user's pocket or purse and which is a wholly 
and data is received back from the host bank computer self-contained functional data terminal, 
in an encrypted format, which further enhances trans- 35 The housing 10 includes two hinged ears 12 and 14 
mission security. which open along respective diagonal axis 16 and 18 to 

The portable automated banking machine of the pres- an open position as shown in FIG. 2. The ear 12 in- 
ent invention weighs about eight ounces, and is readily eludes an audio transmitter typically a piezoelectric 
carriable in any garment pocket, such as in a shirt, coat transmitter, and the ear 14 includes an audio receiver 
or dress pocket, as well as in any portable container, 40 typically an electret microphone. The ears, in their open 
such as in a briefcase or pocketbook. The portable auto- position, are dimensioned and spaced to accommodate 
mated banking machine is usable with a telephone hand- tl ? e handset of a conventional telephone, with the ear- 
set located at any public or private telephone station, P iece of the handset engageable with ear 14 and the 

In the preferred embodiment, a switch responsive to mouthpiece of the handset engageable with ear 12. The 

the ears being in their open condition places the porta- 45 ears are thereb y acoustically coupled to the telephone 

ble automated banking machine in its off-line mode for ha , nd ? et t0 P rovide data communication via the public 

data set-up, and for valid PIN security authorization. *Mione network to a host computer at the user's 

With the receipt of the telephone handset located at the ba " k J Thc surfaccs 20 ° f the ea L s ar * , " chn f d outwardJ y 

telephone station onto the unfolded ears, the portable en and L downward * as shown u in FIGS - 2 and 3 > t0 accom ' 

automated banking machine is placed in its on-line 50 m f ^ f e ™ c, ™ tI< |? ° f the Carp ' CCC and mouth P iece 

mode for communication with the bank through its host 0I i? e tele P hone handset. 

_ „ u r ♦ u 1 * • j The top surface of the housing 10 includes a display 

computer, such as for account balance inquiries and <m 1. ■ « u 1* 1 • 5 .1. * J 

1 * • r j * r u * • 22 having a touch screen 24 laid thereover to provide 

electronic funds transfer between accounts, and, among data mi * eoamaad entry t0 different p^oMof the 

others, bill payments, and for valid MIN secunty autho- „ dis , „ Jhe di , n da £ and m 

malum. Upon completion of one or more transactions, di x duri termina , ' ration . 

the communication link is disconnected and the porta- A switch 25 (F1G 2) turns the rtab , e automated 

ble automated teller machine is again placed in its ofT- leller machine on and ofr In an a i tern ative embodiment, 

line mode. Data representative of the just completed the switch may ^ recessed within the housing in posi- 

transaction is displayed. Thereafter, the telephone & t ion to cooperate with the pivoting movement of one of 

handset is replaced onto its cradle, the ears are folded, the ears 12, 14 to turn the portable automated teller 

and the portable automated teller machine is returned to machine on and ofT in response to the position of the 

a pocket, purse, briefcase or the like. selected one of the ears being either in its open or in its 

BRIEF DESCRIPTION OF THE DRAWINGS , f losed . P° sition - The ,erlt »| nal «* powered by long life 

65 battenes, not shown, such as lithium cells, contained 

The invention will be more fully understood from the within the housing 10. The display 22 preferably is a 

following detailed description taken in conjunction liquid crystal 100 x 400 dot graphic display, and the 

with the accompanying drawings, in which: touchscreen 24 preferably is a 32 sensor pad touch sensi- 
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tivc matrix disposed on the surface thereof for data and chine is selected for operation in its on-line mode. The 

command entry. encryption preferably implements DES encryption al- 

In a typical implementation, the housing, when gorithms and key codes. In the presently preferred 

closed, is 4.5 inches long, 2.75 inches wide and 0.5 inch embodiment, the memory 54 is fabricated in lower lying 

high. The housing is typically molded of a plastic mate- 5 layers of the single-chip integrated circuit 32, so that 

rial, such as ABS. The surfaces 20 of the ears on which any attempt to tamper with the chip in an effort to 

the handset rests may be rubberized as schematically uncover the DES algorithms results in a destruction of 

illustrated in dashed outline 2 to provide a non-slip the chip rather than the unauthorized reading of the 

mounting surface and acoustic coupling for the tele- encryption codes. 

phone handset. Other ways for providing coupling be- 10 An electrically erasable programmable read only 
tween the handset and the ears, including other acousto- memory (EEPROM) 56 is resident in the single-chip 
mechanical couplers and/or electronic error detecting integrated circuit 32 and operatively coupled to the 
encoders, or other signal discrimination techniques, processor 34 thereof. The EEPROM 56 contains the 
may be employed without departing from the inventive memory locations where each portable automated ma- 
concept. 15 cn ine is particularized individual wise and bank wise. 

Referring now to FIG. 4, generally shown at 30 is a jj^ memo ry 56 locations have prestored therein the 

block diagram of the portable automated teller machine personal identification number (PIN) of the individual 

of the present invention. A single-chip integrated circuit tQ whom thc automated teller machine is dedi- 

is shown schematically as a double-lined box 32. catcdj the part j cu i ar mac hine identity number (MIN) 

The single-chip integrated circuit 32 includes a mi- 20 that uniquely identifies each portable automated teller 

coprocessor 34. A display screen 36 is operatively machine as an authorized portable automated teller 

coupled to the processor 34 of the single-chip integrated machinC( the particular telephone number(s) of the spe- 

circuit 32, and a touch screen 38 is operatively coupled d fic bank ftt which thfi individuaI t0 whom the portable 

to the processor 34 of the single-chip integrated circuit automated teller machinc b dedicated has chosen as its 

32. The touchscreen 38 overlays the display screen 36. 25 ^ ^ k used b the encryption a i gori thms, and 

For each screen-form to be described displayed on the the . fic accQunt numbers maintained by that partic . 

display screen 36 by the processor 34, the touchscreen individu al at that particular bank. Preferably, the 

38 is configured by the processor 34 to allow appropn- individual is stored in an encrypted 

ate data and command entry to the correspondmg part £ m J6 

of the particular screen-form being displayed on the 30 m 5g fa resident {n ^ 

display screen by the pressor 34 single-chip integrated circuit 32 and operatively cou- 

An acoustic ™™**™J^ n A pled to the processor 34 thereof. The RAM 58 provides 

a speaker 44 is operatively coupled to the processor 34 *\ * . . , . t . r , . . 

via a tone generator 46 and a modem 48, preferably the memory locations where the transaction data is 

implementing a BELL 103 format. The tone generator 33 temporary stored during set-up m the off-line mode, 

46 and modem 48 are operatively coupled to the proces- »*» where data >s transferred blockw.se to the host 

sor 34. The tone generator 46, resident in the single-chip computer during operation in the on-line mode. The 

integrated cirenh 32. initiates the link-up with the host «"«iory 58 memory locations also receive any data 

bank computer in a manner to be described. The modem su PP l ' ed in . res P onse ba . ck {t r om f host , comP«er 

48, resident in the single-chip integrated circuit 32. im- 40 whlch da « » representative of statu^f the transaction 

plements asychronous data transmission and reception transacted by the individual user. The RAM 58 also 

in a manner to be described between the processor 34 P»vides a Kratch-pad dunng operation in the calcula- 

and the host bank computer located at the bank where tor mode. The RAM 58 is preferably battery protected, 

the user has his/her bank accounts. » that the data stored therein is saved during power-on 

A first memory 50 is resident in the single-chip inte- 45 » nd power-off cycling. 

grated circuit 32. The memory 50 is connected to the I" the P r ? f eiTed embodiment, the single-chip inte- 

processor 34 thereof as a read only memory (ROM). grated circuit 32 described above is available as a cus- 

and the memory locations thereof contain the code that torn chip to specification from Sierra Semiconductor, 

implements operation in an on-line mode and an off-line Inc. of 101 Cambndge Street, Burlington, Mass. 01801 

mode, both to be described, of the portable automated JO Referring now to FIG. 5, generally designated at 60 

teller machine of the invention, contain the code that «s » processing flow chart illustrating the operation of 

implements the several screen-forms to be described the portable automated teller machine of the instant 

with which the processor 34 drives the display screen invention. With the ears of the housing being deployed 

36, as well as the code that configures the touchscreen «n their open condition, the portable automated teller 

38 in formats that respectively conform to the several 55 machine is caused to assume operation in its off-line 

screen-forms to allow data and command entry. mode by activating the on/off switch and, as shown by 

A second ROM memory 52 is resident in the single- a block 62, the display is driven to display a selection 

chip integrated circuit 32 and operatively coupled to screen-form to enable the user to select operation either 

the processor 34. The ROM 52 memory locations have as a calculator, or as a portable teller machine. If opera- 

the code that implements a calculator function when the 60 tion in the calculator mode is selected, the display is 

portable automated teller machine is user-selected for driven to present a calculator screen-form, and the 

operation in its calculator mode. touch screen is correspondingly configured to imple- 

A third ROM memory 54 configured as masked ment the corresponding calculator command and data 
ROM is resident in the single-chip integrated circuit 32 entry functions to the screen-form, 
and operatively coupled to the microprocessor 34 65 As shown by the block 64, if the automated teller 
thereof. The masked ROM 54 memory locations have machine mode has been selected, the screen and touch 
stored therein the code that implements encrypted data screen are driven and configured to present a screen- 
transfer whenever .the portable automated teller ma- form requesting that the personal identification number 
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of the user be entered. If the PIN is not entered, or ory. The block of set-up data stored in the RAM 58 for 
incorrectly entered, processing returns to the block 62. that transaction includes the machine identification 
If there is a correct match between an entered PIN number (MIN), the selected account number, the per- 
and the prestored, encrypted PIN in the memory 56, sonal identification number (PIN) of the user, an action- 
(FIG. 4), the display and touch screen are driven and 5 code representative of the type of transaction selected, 
configured to present a screen-form asking the user to action data representative of any quantitive and other 
select an intended transaction from among bill paying, selections relative to the transaction selected, and a 
account inquiry, or account transfers, as shown by a range check. 

block 66. As shown by a block 88, the host computer performs 

As shown by a block 68, the display screen and touch 10 security authorization, and upon confirmation of a valid 
screen are so driven and configured in response to a received MIN, it allows its database to be accessed for 
specific transaction selection to present a screen-form processing of the particular transaction. Upon having 
that corresponds to that specific transaction to enable effected the intended transaction, the host bank corn- 
data and command entry to the screen. puter supplies data back to the processor using a new 

As shown by a block 70, upon data and command 15 key. 
entry the screen and touchscreen are driven and config- After receipt in the new key as shown by a block 90 
ured to present a screen-form that requests the user to of the data supplied by the host bank computer, the host 
place the telephone handset onto the unfolded ears. The bank computer M hangs-up" as shown by a block 92, and 
portable automated teller machine is responsive to the the terminal returns to its off-line mode. The data sup- 
dial tone of the telephone handset having been placed 20 plied by the bank computer representative of the status 
upon the ears in their unfolded condition to assume of the particular transaction is then displayed off-line as 
operation in its on line mode. It then activates the au- shown by block 94. 

todialer 46 (FIG. 4) and dials the telephone number In the off-line mode, the terminal can also provide 
stored in the EEPROM 56 (FIG. 4) to establish a tele- calculator functions for the convenience of the user. A 
phone communication link with the host bank computer 25 primary application of the portable terminal is for user 
as shown by a block 70. inquiry to his or her bank for current activity and bal- 

As shown by blocks 72, 74, in the on-line mode, the ances and for non-cash transactions in a secure and 
processor transmits via modem 48 (FIG. 4) the block of reliable manner, although other operational modes and 
transaction data stored in the RAM 58 during operation applications are possible without departing from the 
in its off-line mode to the host bank computer over the 30 inventive concept. 

public telephone network, and receives back from the A typical operating sequence is described in conjunc- 
host bank computer data representative of the com- tion with FIGS. 7 through 17, which depict the pres- 
pleted transaction and stores it back in the RAM 58 ently preferred screen displays and display sequence of 
(FIG. 4). Operation in the on-line mode is conditioned the portable automated teller machine of the present 
in the preferred embodiment on having confirmed a 35 invention for user account status inquiry. The initial 
valid MIN, in a manner to be described. prompt screen is shown in FIG. 7 and requests the user 

As shown by a block 76, upon the disconnection of to select a calculator function, an account inquiry, or a 
the communication link, the display screen and touch bill payment. Upon selection to the display by touching 
screen are driven and configured to display any data the same of the account inquiry option the displayed 
representative of transaction status that may have been 40 question mark is replaced by a check mark as shown in 
downloaded by the host computer into the RAM 58 FIG. 8, following which the prompt screen of FIG. 9 is 
(FIG. 4), and processing returns to the block 62. displayed, requesting entry of a PIN. In these and subse- 

The protocol of communication between the portable quent screen displays the home prompt can be actuated 
terminal and a remote computer illustrating the off-line to return to the initial prompt screen of FIG. 7. Entry is 
and on-line operational modes of the portable auto- 45 accomplished via the touch sensitive keypad displayed 
mated teller machine of the instant invention is shown at on the screen. Upon entry of the PIN number at the 
80 in FIG. 6. For a* given transaction, as shown by a corresponding display area as indicated by asterisk in 
block 80, data set-up is provided during operation in its FIG. 10 or other suitable character, the entry of the 
off-line mode, and, based on a predetermined plurality PIN number is accomplished without displaying the 
of screen-forms displayed in a preselected sequence on 50 actual number for security purposes. After entry of a 
the display screen in a manner to be described, a user valid PIN number, the screen of FIG. 11 is shown re- 
provides data and command set-up to effect an intended questing selection of checking account, savings account 
transaction or "other" banking service. Upon selection of the 

As shown by a block 82, after data and command checking account, for example, the screen display of 
set-up, the screen and touchscreen are driven and con- 55 FIG. 12 is shown, and the screen of FIG. 13 then ap- 
figured to prompt the user to place the telephone hand- pears. The user is instructed thereby to select the phone 
set onto the unfolded terminal ears. A dial command number to be dialed. Upon selection of a phone number 
received through the ears causes the tone generator to to be dialed, as shown in FIG. 14, the terminal dials the 
provide dialed access to the remote bank computer. number to access the remote bank computer, during 

As shown by a block 84, the remote computer an- 60 which time the screen of FIG. 15 is shown to indicate 
swers, and links up with the portable automated teller that the computer is retrieving the account information, 
machine via a telephone line communication link. As Next, the screen of FIG. 16 is shown to indicate that 
shown by a block 86, the data set-up in memory during data has been retrieved and stored in the memory of the 
operation in the off-line mode is transmitted blockwise portable terminal. The user is requested to hang-up, and 
to the bank host computer via the modem over the 65 to press the "OK" button to review the retrieved infor- 
telephone communication link. The transmission of the mation. The. information then appears as shown in the 
data blockwise in the preferred embodiment is en- display of FIG. 17. The account number, the current 
crypted using a selected encryption key stored in mem- balance, the date of the last check and the number and 
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amount of that check are displayed. On this screen, the 
user can select the calculator function, or return to the 
home or initial screen. 

If the "other" key of the screen display of FIG. 11 
had been actuated, the screen of FIG. 18 would have 5 
been shown, which requests entry of a user account 
number which is other than those already prestored in 
one of the memories of the terminal. The entry se- 
quence then continues in a similar manner to that de- 
scribed above, and this sequence, as well as the se- 10 
quence for the "saving" option, are not separately de- 
scribed for the sake of brevity of explication. 

The portable automated teller machine of the present 
invention can also provide a bill payment function 
whenever the "bill payment" box of the FIG. 7 screen 13 
is activated. The screen of FIGS. 8, 9 and 10 are then 
displayed in sequence to confirm PIN authority. Upon 
selection of the bill payment function and valid PIN 
entry, the screen of FIG. 19 is shown, which indicates 
the prestored payees which can be selected, or "other" 
category by which additional payees can be entered. As 
shown by the screen of FIG. 20, upon selection of a 
prestored payee, the screen of FIG. 21 appears to pro- 
vide entry of the amount to be paid. Upon data entry, ^ 
the display is as shown in FIG. 22, where the amount 
entered and the name of the payee are shown. Thereaf- 
ter, the prompt screens of FIGS. 13 and 14 are dis- 
played, and the user is instructed thereby to select the 
phone number to be dialed. Upon selection thereof, the 3Q 
prompt screen of FIG. 23 appears as the portable auto- 
mated teller machine is dialing the host bank computer 
to place the terminal on-line to transact the payment of 
the previously entered bill amount. Upon completion of 
the transaction, the screen displays of FIG, 24 and 25 35 
are shown. 

Selection of the "calculator" function of the FIG. 7 
screen-form display results in the display of FIG. 26, 
which, as will be apparent, is a typical calculator key- 
board and display for the usual calculator functions as 40 
shown in the display screen-form of FIG. 27. The re- 
sults of a calculation can be stored in the scratch-pad 
memory. 

The terminal operates in its on-line mode only when 
necessary to access and communicate with the remote 45 
computer. All other terminal functions are performed in 
its off-line mode, and without need for connection to 
the host bank computer, and without need for access to 
a telephone handset. 

An alternative embodiment is shown in FIG. 28 in 50 
which the terminal housing includes a flap 100 to which 
a checkbook 102 can be affixed and which is foldable 
over the folded ears 12 and 14 to provide a compact, 
portable and pocketable unit. The flap 100 can be inte- 
grally molded with the housing and is of a relatively 55 
thin plastic material having an integrally formed hinge 
104 for folding of the checkbook portion. 

Many modifications of the presently disclosed inven- 
tion will become apparent to those skilled in the art 
without departing from the scope of the appended 60 
claims. 

What is claimed is: 

1. A portable, ultra-compact, and secure, automated 
teller machine, for transacting business with a bank via 
a bank host computer over the public telephone net- 65 
work, comprising: 

a housing defining an extension in space and having a 
top face; 
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first and second transducers associated with said 
housing; 

screen means mounted in the housing for displaying 
any one of a plurality of predetermined screen-* 
forms at the top face of the housing; 

selectively configurable means overlaying the screen 
means for enabling data and command entry to 
- preselected different portions of the screen means 
in dependance on which one of the predetermined 
plurality of the screen-forms is being displayed on 
the screen means; 

a single-chip integrated circuit mounted within said 
housing, said single-chip integrated circuit includ- 
ing: 

a processor; 

a first memory operatively connected to the pro- 
cessor as a ROM memory, the first memory 
having memory locations at which an on-line 
mode and an off-line mode are specified, at 
which the plurality of predetermined screen- 
forms are specified, and at which the selectively 
configurable means is specified in plural formats 
that respectively conform to the plurality of 
predetermined screen-forms to enable data and 
command entry to preselected different portions 
of the screen means; 

a second memory operatively connected to the 
processor as an EEPROM memory, the second 
.memory having memory locations at which a 
personal identification number is prestored, at 
which a machine identity number is prestored, at 
which at least one* telephone number of a specific 
bank host computer is prestored, and at which at 
least one bank account number is prestored; 

a third memory operatively coupled to the proces- 
sor as a RAM memory, the third memory having 
memory locations at which set-up data is tempo- 
rarily stored during operation in the off-line 
mode and from which the set-up data is trans- 
ferred blockwise to the bank host computer dur- 
ing operation in the on-line mode, and having 
memory locations at which data supplied back 
by the bank host computer is temporarily stored 
for display on the screen means; 

means including a tone generator coupled to the 
processor and to the first and second transducers 
for calling the bank host computer and for link- 
ing up over a telephone communication link with 
the same over the handset of any telephone sta- 
tion; and 

means including a data modem coupled to the pro- 
cessor and to the first and second transducers for 
transmitting the set-up data stored blockwise in 
said third memory means to the bank host com- 
puter over the telephone communication link in 
the on-line mode and for receiving data supplied 
back by the bank host computer in the on-line 
mode; 

said processor is coupled to said screen means and to 
said selectively configurable means and is opera- 
tive in the off-line mode to display a preselected 
screen-form selected to request entry of the per- 
sonal identification number of the user and to cor- 
respondingly configure the selectively configura- 
ble means at the same time to enable entry directly 
on the -screen means of a personal identification 
number, and is operative in the off-line mode to 
allow data set-up if and only if the entered personal 
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identification number matches the personal identifi- 
cation number prestored in the second memory 
means, and upon the correct entry to the screen 
means of the personal identification number pre- 
stored in the second memory means, the processor 5 
is operative in the off-line mode to display at least 
one predetermined screen-form in a preselected 
sequence on said screen means, the at least one 
predetermined screen-form in a preselected display 
sequence being determined and selected to enable 10 
the user to set-up a block of set-up data in said third 
memory means representative of a transaction to be 
transacted with the bank host computer and repre- 
sentative of the machine identity number; 

said processor is operative in the on-line mode upon 15 
having set-up the set-up data in the off-line mode 
representative of a transaction to be transacted 
with the bank host computer and representative of 
the machine identity number to call the bank host 
computer via the tone generator to link up over a 20 
telephone communication link with the same and 
to transfer the set-up data stored blockwise in the 
third memory means to the bank host computer via 
the data modem, said processor is operative in the 
on-line mode to receive data back from the host 25 
bank computer if and only if the machine identity 
number prestored in the second memory means and 
transferred as part of the set-up data matches a 
valid machine identity number at the bank host 
computer, and upon a correct match of machine 30 
identity numbers at the bank host computer, the 
processor is operative in the on-line mode once the 
transaction that's represented by that block of set- 
up data has been processed by the host bank com- 
puter to receive via the data modem data supplied 35 
back by the bank host computer representative of 
the status of the transaction and to store the same in 
the third memory means; 

said processor is operative in response to having re- 
ceived via the data modem the data supplied by the 40 
bank host computer representative of the status of 
the transaction and stored in the third memory to 
disconnect from the telephone communication 
link, and to display the data supplied by the bank 
host computer and stored in the third memory 45 
means on said screen means in the off-line mode. 

2. The invention of claim 1, wherein said single-chip 
integrated circuit further includes a fourth memory 
coupled to the processor as ROM memory, the fourth 
memory having memory locations at which a calculator 50 
function is specified, and wherein said processor is fur- 
ther operative in the off-line mode to provide a calcula- 
tor screen-form via said screen means and to enable ' 
command and data entry to said calculator screen-form 
via said selectively configurable means. 55 

3. The invention of claim 1, wherein said transaction, 
is an account balance inquiry. 

4. The invention of claim 3, wherein said account is a 
saving account. 

5. The invention of claim 3, wherein said account is a 60 
checking account. 

6. The invention of claim 1, wherein said transaction 
is an electronic funds transfer. 

7. The invention of claim 1, wherein said single-chip 
integrated circuit further includes a fifth memory cou- 65 
pled to said processor as masked ROM, the fifth mem- 
ory having memory locations at which a plurality of 
security encryption algorithms are specified, wherein 
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said second memory further having memory locations 
at which a plurality of encryption keys are prestored, 
and wherein said processor is further operative in the 
on-line mode to transmit the set-up data blockwise using 
a selected encryption algorithm and key. 

8. The invention of claim 7, wherein said encryption 
keys are DES encryption keys. 

9. The invention of claim 1, further including a flap to 
which a checkbook can be affixed that is fastened to said 
housing. 

10. The invention of claim 1, wherein said first and 
second transducers are first and second transducer ears, 
and further including means for mounting the trans- 
ducer ears to the housing for movement between a 
folded condition and an unfolded condition, where the 
ears in their folded condition extend no more than the 
physical extension of the housing, and where the ears in 
their unfolded condition define a preselected physical 
extension selected to be larger than the extension of the 
housing and define a span between the ears in their 
unfolded condition that accepts the handset of any tele- 
phone set. 

11. The invention of claim 10, wherein said ears are so 
angled as to correspond to the angles of the transducers 
of a telephone handset of any public telephone station. 

12. The invention of claim 11, further including 
means mounted to said transducer ears to provide 
acoustical coupling with the telephone handset. 

13. The invention of claim 10, wherein the housing 
has diagonal axes, and said transducer ears are pivotably 
mounted at respective diagonal axes. 

14. The invention of claim 1, wherein said screen 
means includes a liquid crystal dot matrix display. 

15. The invention of claim 1, wherein said selectively 
configurable means includes a touch sensitive matrix. 

16. A machine for transacting business with a remote 
host computer, said machine being coupled to the re- 
mote host computer via a handset of any telephone 
station and is secured against unauthorized usage, com- 
prising: 

a housing; 

I/O means mounted to said housing for enabling data 
and command entry and for displaying data and 
possible command selections; 

memory means mounted to said housing for storing a 
predetermined personal identification number and 
a predetermined machine identity number at differ- 
ent memory locations; and 

bi-modal means mounted to said housing and cooper- 
ative with said I/O means and responsive only to 
the predetermined personal identification number 
(PIN) entered via said I/O means for both allowing 
a block of data representative of a transaction to be 
transacted with the remote host computer to be 
set-up in the memory means via the I/O means in 
an off-line mode and for transmitting that block of 
data and including the predetermined machine 
identity number to the remote host computer via 
the handset of any telephone station in an on-line 
mode after the block of data has been set-up sub- 
stantially completely in the off-line mode, and re- 
sponsive only to the predetermined machine iden- 
tity number (MIN) having been matched at the 
remote host computer for receiving data back from 
the remote host computer representative of the 
status of the transaction via the handset of any 
telephone station in the on-line mode and for dis- 
playing the data received back from the remote 
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host computer representative of the status of the 
transaction via the I/O means again in an off-line 
mode. 

17. The invention of claim 16, wherein said housing 
includes means for receiving the handset of any tele- 5 
phone station. 

18. The invention of claim 17 f wherein said receiving 
means includes first and second transducers, and means 
for mounting said first and second transducers to said 
housing. 10 

19. The invention of claim 18, wherein said first and 
second transducers mounting means includes means for 
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allowing said first and second transducers to pivotally 
move relative to said housing. 

20. The invention of claim 16, wherein said bi-modal 
means is a single-chip integrated circuit. 

21. The invention of claim 20, wherein said single- 
chip integrated circuit bi-modal means includes a pro- 
cessor, a tone generator and data modem coupled to 
said processor. 

22. The invention of claim 21, wherein said I/O 
means includes a display screen and an overlayed 
touchscreen both coupled to said processor. 
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